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=g 23
VMWARE 17.X

ROCKY LINUX 8.10

KALI LINUX (DEBIAN 10.X - 64BIT)
PACKET TRACER 8.2.2

GNS3 1.5.3

PUTTY RELEASE 0.83
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E HH XI
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2X] 28 & A

I} E| M

ZSPN PNES
/boot
/home
[var
/usr

swap

/

oo
il

OS KT

SO It

1G

1G

4G

7G

2G

5G

LHE

Rocky Linux 8.10

Rocky-8.10-x86_64-dvd1l.iso

20GB
4GB
Al xl J__I_ y < '|I°'|

THOI A| AEl
ext4 T MEY
ext4 X SHX| AE OIE|M 2N
ext4 HEXHZ ON / DHCP X}= stet
ext4 ATEQ 0 MEH | M GUI + 2| HA| UNIX =&t
swap AHEX 4 admin + root 8%
ext4 SELinux 2E disabled

- Ot Mut S 20| oLt 7|25 A 8.10 HA
- 7|2 i|22| 4GBL} C|A 3 20GBE Hi A 5}0] A

O AJH - AAHR 25 (egxm x)
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VMnet 114
VMnet Hs | &Y PC Bt DHCP CH MEulOrA3
1| FTP AH Host-only X 63.63.63.0 255.255.255.248
2 | TFTP AH{ Host-only X 63.63.63.8 255.255.255.248
3 | DNS AMH Host-only X 63.63.63.16 255.255.255.248
8| e[& Sl NAT @) 192.168.10.0 255.255.255.0
MH|A 74
MH|A | FTP TFTP DNS
™ | vsftpd-3.0.3-36.el8.x86_64 | ftp-server-5.2-27.el8.x86_64 | bind-9.11.36-16.el8_10.4.x86_64

ens33
=pS

DEVICE=ens33
ONBOOT=yes
IPADDR=63.63.63.1
NETMASK=255.255.255.248
GATEWAY=63.63.63.6
DNS1=168.126.63.1

DEVICE=ens33
ONBOOT=yes
IPADDR=63.63.63.17

DEVICE=ens33
ONBOOT=yes
IPADDR=63.63.63.9
NETMASK=255.255.255.248
GATEWAY=63.63.63.14
DNS1=168.126.63.1

GATEWAY=63.63.63.22
DNS1=168.126.63.1

NETMASK=255.255.255.248

O AJH - A AH 25 (egxm x)

-Z MHE SEEIHEYI Fe= Ealsto] Eafn ZHE S
UX|5t1, MU|AEZ 22|} 0|5t E 7Y

- Host-only R E& AIE6]| 2|2 U EQIZRE AH2|El A5
sH s AHMCH, NAT(VMnet8) = E{L SUEOZ 0 |
el
- DHCPE HIgH3l5t 1 £+ IPE BHASZMIPSES S
Xstm LztEl F=4 HAE /X

- 43 0t (/etc/sysconfig/network-scripts/ifcfg-
ens33)2 A £Hsl0o] SHRE HES W75t A 24

Xl
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= A
1 admin
2 studl
3 stud2
4 profel
5 profe2

7 mana2
8 admisl
0 admis2

o~

P

s
admin
students
students
professors
professors
managers
managers
admissions

admissions

FTP-18
=H |05
1 |admin
2 | tftp
3 | netegineer
4 | managers
5 |admissions

GID

1000

1001

1002

1003

1004

FTP C|3|E| 2] FHot

C|ZlE{2]
college
ftp
professor
student
manage

admission

32
/college
/college/ftp
/college/ftp/professor
/college/ftp/student
/college/ftp/manage

/college/ftp/admission

rH
o

755

2775

2774

174

2754

2774

A2FARIE
root:root
admin:ftp
admin:professors
admin:students
admin:managers

admin:admissions
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TFTP-A|H

AH
admin
adminl
netl

netl

DNS-A|A

AH
admin
adminl
netl

netl

A58
admin
admin
neteginner

netegineer

admin
neteginner

netegineer
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tftp
tftp

tftp

HL
o
|
I

dns
dns

dns

1000
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1000
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s
admin
tftp

netegineer

DNS-15

s
admin

netengineer

dns

GID

1000

1001

1002

GID
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MH = (DMZ, Static NAT)
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FTP At

TFTP At

LH& 1P Zol|p H| D

63.63.63.1/29 3.3.3.10 DB U A I} XZ
63.63.63.9/29 3.3.3.20 A M oi #a|
63.63.63.17/29 3.3.3.30 LHE DNS AH|A
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TFTP AMH

=y

firewall-cmd --permanent --add-port=21/tcp FTP ZE S8 =7}

firewall-cmd --permanent --add-service=ftp FTP MH|A 3 & F7t
firewall-cmd --permanent --add-port=69/udp TFTP ZE 5 & F7}
firewall-cmd --permanent --add-service=tftp TFTP MH[A & F7}
firewall-cmd --permanent --add-service=dns DNS MH|A 38 37t

firewall-cmd --permanent --add-port=53/udp
firewall-cmd --permanent --add-port=53/tcp DNS ZE &2 =7}

firewall-cmd --permanent --add-port=22/tcp
firewall-cmd --permanent --add-service=ssh SSH X E 8l MH|A 5|8 =7}

firewall-cmd --permanent --add-icmp-block={echo-request,echo-reply,timestamp-reply,timestamp-request} ICMP T M| K] XFEE

firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT 0 -p icmp --icmp-type 3 - DROP ICMP Type 3 2t&# & 7}




/etc/ssh/sshd_config

AllowGroups admin

PermitRootLogin no

PasswordAuthentication yes

SSH H% Al AHEX} 2152 2

=918

/etc/vsftpd/vsftpd.conf

userlist_file=/etc/vsftpd/user_list

MEX S20| MFE oo FZE X[F

userlist_enable=YES

Jetc/vsftpd/user_list TFL 0| M| El AL X}
SEEZ HZSI] FTP M 22 MO

userlist_deny=NO

userlistO] Y= AEXE B5F 5 E

/etc/crontab

«09** 1rootfind /-xdev \(-nouser -o -nogroup \) -exec chown root:root {} \; >> /var/log/cron_fix.log 2>&1

/etc/login.defs

PASS_MAX_DAYS 90

PASS_MIN_DAYS 1

PASS_MIN_LEN 10

PASS_WARN_AGE 7




H
net.ipv4.conf.all.accept_redirects =0 2t2E 2|CHo|3 E X} (ICMP Redirect 324 T S)

Al ASI9] 744 THat0|E A T net.ipv4.conf.all.send_redirects =0 2 A1 2|Cto|2 E x}EHICMP Redirect 22 L)
#A ARl FHE I M ol

Jetc/sysctl.d/99-security.conf net.ipv4.tcp_syncookies = 1 SYN Cookies 43} (TCP SYN Flooding &4 CHE)

net.ipv4.conf.all.rp_filter=1
net.ipv4.conf.default.rp_filter=1 A3t (IP Spooing 34 CHE)




3. I[l'E I'%," _+_7H - AH|A A (Frp My 47)

x|&k||;||A:l_} ||:| "§|":5| 1@

x4 2210} CE

vsftpd X sudo dnfinstall -y vsftpd | FTP A{t{ AX]|

H= =A| AR sudo systemctl start JH[A AJXH
vsftpd

H|A SHABHEE A| XFS) sudo systemctl enable XHE AlsH
vsftpd

G2 RHA| = sudo systemctl restart A e

B ) vsftpd

MH|A AFEH &tOl sudo systemctl status 2. AFEj Stol
vsftpd

x4 2210} CE:

FTP MH|A 5|2 sudo firewall-cmd - | crp p e A= ==

-permanent --add-

IHA|IE ZE 5|&(M | sudo firewall-cmd -

Notion #H 7|&
EH) -permanent --add-

aJx MK sudo firewall-cmd - HEC A] Al
-reload

S
o
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vsftpd.conf =2 M 44

ZZAESE

M58

AL Xt ZE H|3H

M7| 7ts chroot o
L=

o

A Z X

A2 2E 2

SSL (MEH)

28 UE

anonymous_enable=NO

local_enable=YES

write_enable=YES

chroot_local _user=YES

allow_writeable chroot=YES

local_root=/college/ftp

pasv_enable=YES

ssl_enable=YES

[z
oF

HL
e

Jetc/passwd AHH

1%

[AH 51 E

e
Mt
0%
Ral

HT
o
ol
1o

g CjaEs|

IHA|E on

HO

A (FTP MH 47)



C:\Users\qorwj>ftp 63.63.63.1
63.63.63.10] YE=RYSLILCE.

220 (vsFTPd 3.0.3)

200 Always in UTF8 mode.
AMEX(63.63.63.1:(none)): studl
331 Please specify the password.

230 Login successful.
ftp> |

HO

A (FTP MH 47)

professor C|E{2|0]| I} HZE, ME0]|A

ftp=> 1s

200 PORT command successful. Consider using PASY.

150 Here comes the directory listing.
admssion

manage

professor

student

226 Directory send OK.

ftp: 0.80% 20.50KB/=

ftp> cd professor

250 Directory successfully changed.
ftp> put professor.txt

200 PORT command successful. Consider using PASY.

150 Ok to send data.
226 Transfer complete.

[ root@localhost ~]# 1s -1 /college/ftp/professor/
g A 0

-rw-r--r-- 1 profel professors 0 108 27 05:09 professor. txt

[root@localhost ~]#

gol
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A (FTP MH 47)

student C|2E{2|0| A I} AbA| =He] Anf professor C|3IE{2|0f| A] I} A7 A S M=

tp> pwce

257 "/professor" is the current directory

ftp> 1s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

ftp> cd student

250 Directory successfully changed.

ftp= 1s

288 PORT command successful. Consider using PASV.

158 Here comes the directory listing.
professor.txt

226 Directory send OK.

ftp: 0.00Z= 18000.00KB/Z=

ftp> delete professor.txt

250 Delete operation successful.

student.txt

226 Directory send OK.

ftp: 0.00= 16000.0OKB/==
ftp> delete student.txt

558 Delete operation failed.




3. IIE ZHd AT - MH[A 29 ey 22

ZE C|HE2|0M A9l Z2E oS 27}

ftp> pwd

257 "/" is the current directory
ftp> 1s

208 PORT command successful. Consider using PASV.
158 Here comes the directory listing.
admssion

manage

professor

student

226 Directory send OK.

ftp: 0.00% U1.@0KB/=

ftp> cd

250 Directory successfully changed.

ftp> 1s

200 PORT command successful. Consider using PASV.
158 Here comes the directory listing.

admssion

manage

professor

student

226 Directory send OK.

ftp: 0.00= Ul.BOKB/=

ftp> pwd

257 "/" is the current directory

[var[log/xferlog 8IM 21 7| = &l

-rw-r--r-- 1 profel professors 16 102 28 01:14 professortest2. txt

[root@localhost professor]#

[root@localhost professor]#

[root@localhost professor]#

[root@localhost professor]#

[root@localhost professor]# cat /var/log/xferlog

Tue Oct 28 01:13:28 2025 1 ::ffff:2.2.2.1 16 /professor/professortest2.txt b _ i r profel ftp 0 * ¢
Tue Oct 28 01:14:59 2025 1 ::ffff:2.2.2.1 16 /professor/professortest2.txt b _ i r profel ftp 0 * ¢
[root@localhost professor]# |




3. ]Il'E':'E=I I' 7|'| MH|A S (trTp M1 4%)

= stAls ME] A

2X| & AMH|A gt B 288 R

&Y HHO 243 &Y o /HH 43

TETPI7|x| x| Sudo dnf-yinstall | rerp i sx METY 43 sudo vi systemd 1%
tftp-server Jusr/lib/systemd/s

A2 A3} sudo systemctl SE|A| RESAIE AlSH M s Jtftp A9l ClaE 2| F2 %t
enable tftp.socket CH(TFTP RE)

AZ AR sudo systemctl = A AlH W . Iel oz e
start tftp.socket

AVE} SOl sudo systemctl =xt 2ol HoF 2 A ProtectHome=yesN | & &2 X}t/ Moty
status tftp.socket oNewPrivileges=ye | & BX|

271 3ol sudo journalctl -u AAZHED MR sudo systemctl systemd 44!
tftp.socket -f daemon-reload

X A|=H sudo systemctl A AR ® e

restart tftp.socket



Xtod
14

aETSEIRTY:
aETSEIRTY:

CIEE] 4d

sel |

1=
=}

M

setgid H&

of
A
rH
rE
oX

-
o
i
g
o

-_—

-
o
—

sudo mkdir -p
/tftp/router

sudo mkdir -p
[/tftp/firmware

sudo mkdir -p
/tftp/uploads

sudo chmod g+w
/tftp

sudo chmod 2775
/tftp/routersudo

sudo chmod 1733
/tftp/uploads

sudo chown
admin:netengineer

EF:

ot 28 NME

HAM M

PR JHSSHER M
7| At Hof
OE QEHX} 9|

(netengineer)

HO

TFTP MH[A B E

A (TFTP M 47F)

SH

2Zof Sk

sudo firewall-cmd - UDP 69 812
-permanent --add-

sudo firewall-cmd - % Hi
-reload
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TFTPAHOf| o} H=E TFTPA{H O} stol

root@localhost tftp|# chmod 662 R4_sta Err;:nﬂc:n:@ oca
i . . - - . By oAl 12
[ root@localhost tftpl# chown admin:netegineer R4_sta Crw-ra--w- 1 admin netegineer 1510 108 27 20:36 Rd_sta

[ root@localhost tftpl# 11 drwxrwsr-x 2 admin admin 4096 108 26 04:21
EI' ._-":” 8 drwxrwsr-x 2 admin netegineer 4096 108 26 04:21

-rw-rw--w- 1 admin netegineer 0 108 27 20:32 R4_sta [root@localhost tftp]# cat R4_sta
drwxrwsr-x 2 admin admin 4096 102 26 04:21

drwxrwsr-x 2 admin netegineer 4096 10Z 26 04:21 Igdqautﬂ
St e el o s 2 service timestamps debug datetime msec
Address or mame of remote host []? tftp.yeocksam.ac.local service timestamps log datetime msec

Destination filename [r4-confgl? R Aot no service password-encryption
|

hostname R4
|




A (DNs At 47)

HO

DNS 0|9l AH (/etc/named.conf) BIND A1x| (DNS AMH{ I§7|X|)

48 &= 18 ° ks Of| x| ol =24 0f
MM o 24 /etc/named.conf gzt:rr;/:ire]’calrl;\gr_m N 72&%/;med.conf BIND A4 sbtljrc]jccl) dnf-yinstall | . qmst
listen-on named.conf ;I\JLTOSIREIT_’;% 2 gztye;r}\;—on port 531
IPV6 b2 S} named.conf PsArg org | [StEonEport & 9| 5|2 (allow-query) U ESI3
zone ME MY BE | | amed.conf zone It ?{X| directory
XA "/var/named"; HESS of|
o2 HEYZ | named.conf 5 IP Y X|H (Oref # &) 63.63.63.0/29 FTP M HE
M EHe 5 E named.conf LIS DNS 7Y 7|& | recursion yes; 63.63.63.8/29 TFTP M=
63.63.63.16/29 DNS MHZE

1.1.1.0/30 MRS NAT 2+
2.2.2.0/30 9|5 NAT 2+
3.3.3.0/27 SOl MHE)
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ﬁ

zone I} H&E AN

(/etc/named.rfc1912.zones)

IHE

fo
>

1

ll
0

named O|= 2M2

named K A|Z}

named el 2ol

J

S30/IH

sudo vi
/etc/named.rfc191

zone

"yeoksam.ac.local"

29

zone It B2 X[H

.zone IO+ X|H

o} & Yo 27

=Y

sudo systemctl
enable named

sudo systemctl
restart named

sudo systemctl
status named

sudo firewall-cmd -
-permanent --add-

sudo firewall-cmd -
-reload

X
ox

Pal
o
nx
ogt
oin
JHu

nx
oA
1A
o

oz gol
TCP/UDP 53 8|2
MM g

H| 12

domain < zone I}

(@)
2 AZ

/var/named/yeoks
am.ac.local.zone

AFo1 A JH - MH|A 2 (ons wb m)

zone I} =t M

(/var[named/*.zone)
£ mpey A OilA
Mutsk zone MM /var/named/yeoks Coiel — IP(DB) ftp/tftp/dns/www

Eoelo|E

ftp.yeoksam.ac.local

am.ac.local.zone

zone IO LHE

ftp/tftp/dns — IP

tftp.yeoksam.ac.local 22|18
dns.yeoksam.ac.local LIS HE W AMH

HAl RXIAIZEEH

LHE M 4 of

1D EE= 86400

Oz &

3.3.3.10



3. I}E B XFod AJH - MH|A 2 ons 4 43
MRS - dnsMH M2 2 7tsel R Y S0l ipFA = Mo dist

¥ a3 - oo [root@localhost ™ I# nslookup ftp.yeoksam.ac.local
Physical  Confi Deskto Programmin Attributes EEP""EP : 3 . 3 . 3 " 3E
— Address: 3.3.3.36453
Name : ftp.yeoksam.ac. local
Address: 3.3.3.18
. [root@localhost ™ I# nslookup tftp.yeoksam.ac.local
Cl:l*:lI'EH C_’ll' TL Server: 3.3.3.30
Address: 3.3.3.38453
OI2HE = =225 O|TH QFA O] =A
HE e =2E AN 32 54 Name:  tftp.yeoksam.ac.local
Address: 3.3.3.20
[root@localhost 7 I# nslookup dns.yeoksam.ac.local
SETVEY - 3.3.3.38
O| M Address: 3.3.3.38453
Name : dns.yeoksam.ac. local
sH= X[ ©

= 549} Address: 3.3.3.38

[ Top
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ip IPZ=4/Prefix A[O|EQJO|F &

ip dns DNSAHHZF4
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