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$sql

oli2] HIAIX] &5 7 [t

/7

?>

board_proc.php0i|

k= k=)

Prepared Statement&
DBAEHEL-Z=, SQL Injection

SA| AHEH ")

Pl ivare -

echo "<s

Prepared Statement Al-g

Estmt =

-DB HE &)

JIEHLZAE

Ls_proav o O

= "INSERT INTO board (writer, title, content, user_id, is_private)

VALUES ('$writer', '$title', '$content', '$user_id', '$is_private')";
1t = mysqli_query($conn, $sql);
$result)—{
e('Ma AW «m: ' . mysqli_error($conn));

cript>alert('® 2l 8 0|l & & & { & -l C.'"); location.href='board_list.php';</script>";

$conn->prepare(|
INSERT INTO board (writer, title, content, user_id, is_private)
VALUES (2, ?, 2, 2, ?)

-2 2 2




1
o2
.
i}

Z2HE HjAH

JHM ok (--—I?IIAI

AL
1z

L
it
oY

® 0fl2] HIAIX] =8 HMH

® board_proc.php0i
AlR0IZE HE

@® Prepared Statement&
DBAEHEL-Z=, SQL Injection
SA| Rk




=2HE M9 HY 8 243}
[
= = — _
2ol sy (22|X} H0|X|-CSRF)
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@ EI2IE ALBAIE £H0{A
o|=51x] 22 23 Mol e
ZHE HUAIR=EESH [@)] . B=
EEE——— %:_
® CSRF 25 EZ20| EXsHA| E
220} 1M oA
ge| X7 210l
® ZZX17} BHE HTML Ho|X|ojl it
img src Ef1E 0|23l 2HA| o
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[root@BR_PHP_SEC phpl# cat csrf_test.html
<img src="http://www.babhelp.com/phpjadmin_user_delete.php?id=1">

[root@BR_PHP_SEC phpl# []

B 22 AAS

dddd
ks e Akt s=g
9 OISR hacking 2025-12-04 13:35:48
8 ddd hacking 2025-11-28 16:47:10

MariaDB [babsegwon]> select * from users;

e TR o Hmmmm e Hmm e +
| id | username | password | email | reg date |
oo I —— Hmmmm e T — +
|2 | abe | 123 | abc@abc.com | 2025-11-26 21:56:19 ||
| 4] ss | 12345 | ss@abc.com | 2025-11-27 01:04:43 |
| 5 | aaabbb | 123 | aaabbb@naver.com | 2025-11-27 10:16:06 |
| 6 | diskagur | al234 | skagur@naver.com | 2025-11-28 12:13:47 |
| 7| hacking | 1234 | hack@naver.com | 2025-11-28 12:23:18 |
| 9| teste1 | 1234 | testel@naver.com | 2025-12-04 12:14:50 |
| 18 | rlawls | a1234 | rlawls@gmail.com | 2025-12-04 12:14:50@ |
| 11 | user123 | passi | user123@daum.net | 2025-12-04 12:14:50 |
| 12 | banana | 1111 | banana@naver.com | 2025-12-04 12:14:50 |
| 13 | marketman | 2222 | market@kakao.com | 2025-12-04 12:14:50 |
e SRR 4o Hmmmm e o +

10 rows in set (©.000 sec)
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@® admin_header.phpOjlA{
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CSRFEEH%%E‘&
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@ Ax| #H2l=Prepared Statement=
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admin_header.php

¥2php
J) MM A

if (session status() === PHP_SESSION_NONE) {
session_start();

}

!// CSRF E20 glod M=z 44

if (empty($ SESSION[ 'csrf token'1)) {
$_SESSION['csrf_token'] = bin2hex(random_bytes(32));

}

2>

admin_user delete.php

ff 1. 88 34 =9 (GeT ¥ A LH)

if ($_SERVER['REQUEST METHOD']|[!== 'POST")| {
http_ respanse code(485
echo "<scriptralert('®1 8 & X 22 2#H 24 Uc,"); history.back();</script>";
exit;

}

// 2. CSRF E
[$sessionToken = $_SESSION['csrf_token'] 2?2 '*;
$formToken = §_POST[ 'csrf_token'] ?? "";

if |(1$sessionToken || !$formToken || 'hash_equals($sessionToken, $formToken)) {
Rttp_response_code(4d3];
echo "<scriptralert('S 23t A 22 oH YU (CSRF 25 410 )'); history.back();</script>”;
exit;

}
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® admin_header.phpOjlA{
MM AIE S 22X B
CSRFEZ XIS MM

MAL 32 +H0 22

(=]
=8t 23S GETHA 2|

@ Ax| #H2l=Prepared Statement=
SQL Injection= 4}0{

[root@BR_PHP_SEC php]# cat csrf_test.html

<img src="http://www.babhelp.com/phpjadmin_user_delete.php?id=11">

He A5 242t

9 test’,— foofa

8 test',— foodfighter
7 test’,— foodfighter
6 2ha| 2t Ay = hacking

5 U 2F AL guest01

2| 22

D oto|c| o|m|
12 foofa foofa@naver.com
11 foodfighter foodfighter@naver.com

==1]]
=52

Ju

2025-12-09 2---
2025-12-06 2
2025-12-06 2

2025-12-04 1

2025-12-041

Zhal 2|

2025-12-09 1- - -
2025-12-06 2+ - -
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babhelp.com/php/join.php

® ALZAIL st ASRET)
DBOl M| 2ICE7E &E Al
JCHE MHE|= Fot

® 2|3 ID7} 2}H sl of] 2=

E2iE|= X 2Ol

® 3|37 Al ID 2I={EHo]
23 EIE el

WEB

AR AAO|E AT YE (XSS)

XS

TamsiAsid Al 10101010
IDOAQEMIQ}Q |U|D.|D|U
~3gE yel =

[8]

[8]

el £ 2301 A

S 210l =

‘B N

slicioliA] DBOI X ZEl
2TRENY
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9 32
@ SVIlEZ2°1A|ATRE Stol 210 jeioh a2 o mHE

HIH S . UM 4E W 2815 Ysh 2710 WRBILCE
@ =191 A| &l HAof| X &HE [~

ol 2

ID7} ICj2 &2 o
® 1 —Jl._ﬁ?_l', D BO‘II x'IQ'EI 00| #Ho| Y2 MT2? 21
2T EIE7 HElAojA] &l

-

® document.cookieE E§sl
o0d 23EES £12l510
AR MM 27) BH 2 A1 o
stolxiZ 7Sy Wil

A Notsecure 20.0.0.81/phplindex.p e * I3 piS @ i
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JHM 9ok (S R171R]-Stored XSS)

4 )

‘ gol g - o= Z S B8 d.o0m smom o) o B2t

if (!preg match('/"[a-zA-Z0-9_]{4,20}§/', $id)) (
echo "<scriptralert{'# 0o 0= ¥ 2, =%, _o A48 730 4~20% 09 ¢ ® Y 5 .'); history.back();</script>":

exit;

rx <?php
F2lo= 1D 2 A HS e syt o2 n o e %

Ssafe_usexname = htmlspecialchars S_SESSION['useIname'] 22 '', ENT_QUOTES, 'UTF-8'}):
>

HTMLO|2AH 0| == G R e

<?php else: ?>

2 37t

<l--—H =239 48"
<a href="login.php™
<a href="join.php">¥

ARZSXL U S KB EXI=E

&
ri

<?php endif; 2>

E E </nav>
st

HolX7I 238
SR Zol==

A

</fdiv>
</header>

<div class="container">
D sl

& © www.babhelp.com

JH0ICHS B2, %3, _ 0t AHS 7Hs 5101 4~202{010F BILICE
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! IPsec &&3 1= -
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® |Psec2 Sall GI0OIE
1M - RHMBES

® Phase 1: 29 7| &gl
(ISAKMP/IKE g 4})

® Phase 2: AH O|E 2&=35}
(IPsec ESP &)

Phase 1 ~ 2

IPsec Encryption
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= Al HA Ol X474 ASH 74
—E_IE |:|H7°=| e | =7= 'I"?:I'>| EP-I'
OSPF Neighbor g“c;‘

o 20.0.0.0/27 [110/11114] via 50.50.50.9, 01:09:19, TunnelQ
o 20.0.0.48/29% [110/11114] via 50.50.50.9, 01:05:19, Tunneld
o 20.0.0.56/29 [110/11114] wvia 50.50.50.9, 01:05:19, Tunneld

= (== = H} =X ' v
[ AI' xIAI' -rOSPF7|._|‘°—| o 20.0.0.32/28 [110/11114] via 50.50.50.9, 01:05:21, Tunneld
}-r%'-_r"é! o 20.0.0.88/2% [110/11114] via 50.50.50.9, 01:05:21, Tunneld
o 20.0.0.64/2% [110/11114] wvia 50.50.50.9, 01:05:21, Tunneld
o 20.0.0.72/2% [110/11114] wvia 50.50.50.9, 01:09:21, Tunneld

(=]
® OSPFZXZSCREIQE ZHHE

= IE 5. =715 o) 10.0.0.16/28 [110/11116] via 50.50.50.10, ©01:11:25, Tunnel0
éIEx S 4B °7|2I‘ o) 10.0.0.40/29 [110/11116] via 50.50.50.10, ©01:11:25, TunnelQ
o) 10.0.0.32/29 [110/11116] via 50.50.50.10, ©01:11:27, TunnelQ
[ GRE E.II_-I °|E'|.ll:||0|* QO'“A'I o 10.0.0.56/29 [110/11116] v::La 50.50.50.10, 01:11:27, Tunneld
. 2} A Ml o 10.0.0.48/29 [110/11116] via 50.50.50.10, 01:11:27, TunnelQ
Nelghbor ‘-'_7:“ c;lc;' c'>||=| o) 10.0.0.72/29 [110/11116] wia 50.50.50.10, ©01:11:27, Tunneld
o) 10.0.0.64/29 [110/11116] via 50.50.50.10, ©01:11:27, Tunnel0
o) 10.0.0.88/29 [110/11116] via 50.50.50.10, ©01:11:27, Tunnel0
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|-'||E-r E gl = Ok
( h SIS 75 #2| |DDoS3HYO| WY EEDDSHHAE| 4 N-13
@ H|ZASource IP(Li5 24
UM 27} F=4) 0| F2l Xick OIE{LA

® =3 ICMP/SYN Eaj=!

Hste2 7|=X9] DoS &k
E| A5

@ =Al- X|AE{YE 7212 TR st e
TZEZ0FKE| =2 M Nt




iL | —| =] | AN S| |
ZEYE bl 2N HY S8
( ) Netw ork 7S &2 |DDoSEHYOEY E=DDoSHHIAE| & N-13
ip access-list extended ANTI SPOOF
X AF ﬁn|. deny ip 0.0.0.0 0.255. 255_255 any
HIOC;. ource IPg’“ deny ip 10.0.0.0 0.0.0.255 any
%AOHE I"I'A)ol OI xl'l:l' deny ip 127.0.0.0 0.255.255.255 any
deny ip 168.254.0.0 0.0.255.255 any
= | deny ip 172.16.0.0 0.15.255.255 any
I"I'-_'-P—I' ICMP/SYN EE‘H‘“ deny ip 182.0.2.0 0.0.0.255 any
Hetez 7|12&91 DoS sk deny ip 192.168.0.0 0.0.255.255 any
iliil‘ den},-r_ J.p 224 .0.0.0 15.255.255.255 any
permit ip any any
EAI. xIAI. E-I|—'| ?. I-l_ -l_élgﬂ- interface FastEthernet0/0
=0 =) = A ip address 1.1.1.2 255.255.255.0
—EE I.OII E'I"'_| -_rlc;l ip access—group ANTI SPOOF in
ip nmat outside
N _/
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DDoS
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2

N-13

Class—map: ICMP-CLASS (match-all)
51 packets, 4998 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: protocol icmp

BR_UTM#ping 1.1.1.2 repeat 1000 size 1400

Typs =scapes s=guence to abort.
Sending 1000, 1400-bwvte ICMP Echos to 1.1.1.

2, timeout is 2 seconds:

R R T I N R R N R R

R R R I e N R R N R

Success rate is 93 percent (936/1000),
Br_UTM#[]

Class—map: ICMP-CLASS (match-all)
1132 packets, 1426936 bytes
5 minute offered rate 30000 bps, drop rate 0 bps
Match: protocol icmp
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! NAT 0f|2]

@ =Al- AALSE 25 LIS

Ea=I0] NAT CHAH|
FZsE|0] IPsec 2557}
MEE|X| 2= =X 2l

IPsec 2 NAT X2| 0|%
NRE|OS MaE Exzle
Crypto ACL Y} & X|5lX| &=
Zio=2 mich

NAT_EXEMPT ZH&2|5}04
SEEETEEYY

@ =AL- XARZEEIRE/SA Falst

~

J
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@ =AL- XANEE 25 LS

Ea=I0] NAT CHAH|
FZsE|0] IPsec 2557}
MEE|X| 2= =X 2l

IPsec 2 NAT X2| 0|%
ME|O2 ME Eajjmle
Crypto ACL Y} & X|5lX| &=
Zio=2 mich

NAT_EXEMPT ZH&2|5}04
SEEETEEYY

AL - X|APZE RS /St st

J

~

NAT Oll2] sFefo = oIt

E{'=

a4

ip access-1ist standard NAT INSIDE
permit 10.0.0.0 0.0.255.255
I

ip access-1list extended NAT EXEMPT

permit ip 10.0.0.0 0.0.255.255 20.0.0.0 0.0.0.255
1p acCes5-11ST eXtenaed VPN ACL

permit gre host 1.1.1.2 host 2.2.2.2

permit gre host 2.2.2.2 host 1.1.1.2

permit ip 10.0.0.0 0.0.255.255 20.0.0.0 0.0.0.255
permit ip 20.0.0.0 0.0.0.255 10.0.0.0 0.0.255.255
no cdp log mismatch duplex

I

route-map NAT HQ deny 10

match ip address NAT EXEMPT

I

route-map NAT HQ permit 20

match ip address NAT INSIDE

I
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OSPF Neighbor &M

4 )
@ =AL- XANEE 25 LS

Effj=I0] NAT CHAHO]| N isakmp

—El=

Ir %LEI O.I I P o= =I_7I_ No. Time Source Destination  Protocol | Length Info

jﬁ; }Sec =2|.2 i 1758 65 2 2. . : 206 Identity Protection (Main Mode)
N °_= = HEFA 17 g [ . r 146 Identity Protection (Main Mode)
_I OEIxI L= Ex." =< Ly = -1.2 2.2 : 346 Iu:!en't:itjr Protection (Main Mode)

346 Identity Protection (Main Mode)

® IPsec MEH2 NAT 2| 0| 1765 94,3 222 : 3 _ ettt protection i tode)
Mo e El ElEl2 2 ' :
Crypto ACL 1} &X|51X| =

agg .EI-I:I_I- H) UTM#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
® NAT_EXEMPT xi§=e|5}0d 0.0.0.2 0 FULL/ - 00:00:35  50.50.50.9 Tunnel(
- — 1.1.1.1 1 FULL/DR 00:00:36 10.0.1.10 FastEthernetl/0
() (=]
=2 Edl= || no urvif]

@ =Al- XAIZIEIRE/SM =l
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@ =2|FO= ghus| HYIH MAS MK HZUIME SHIS| M SM0ILEHH XH0|2 15
ClAMX| 23 FI2H0| WAE £ 9IS ZENCE
® 0[2{3 WSS ML TSt ASH LIZhs 0| 22 2HIE s1ZsHs T1 wE
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TEME B BM 2 HY +8 21
[
MU|2 X}EH(Proxy ARP
( \ Netw ork 7| &2 Proxy arp XHct = N-29
® ZIRE{JICIE SAEES ClAl6H
ARP 30| SEst=71s —
interface Vlianlld
— = ip address 20.0.0.59 255.255.255.248
. LH'=II' -?r_ﬁ_ 2¢§ EEOI epr—praele ey 20.0.0.57
LEE|0] SR HE ESS no ip proxy-arp
Aljil UI-E VIIp 11U 1p Zu.u.0.61
= — =0 interface Vlanlz0
ip address 20.0.0.685 255.255.255.248
S E{0| SUCE OlEdTT A MX ip access-group 120 in
‘ E:E.I_I OHO ._E'l.“-'“OI_ Eo‘l ip helper-address 20.0.0.57
_|__0'"A'| no II._) proxy-arp no ip proxy-arp
HE0{E AIZ5I0] 7|sSS vrIp 120 ip 20.0.0.69

HAH2E H|EM 3|

% ARP: IP EAE MAC FAS HEt
N\ Y,
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Cisco ZH| ZF F=H
O EMHSIT

HEE 115

ZH|

=7ol7] flst L2 EEEE

ZHd| 2E/0S H{E
HME7I} L"=E|01 =
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I
HES|3 H& U S 5o
Ol=
|_E

EF 22 27

A
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Netw ork

CDP AMH|A X}EH

of

N-32

1l {config) #do
not enakbled

show cdp

{config) #do
not enabl

show cdp

do show cC j_]_:
t enabled
fig)#
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AIAEI0] 814} AL THS
AMENE R, LIESTO]
SOl Al2|E SHAL

Cllole] E2fZ S}l CHH| 510
HIESH3 &= 751 &

g+ U= 7|uE o

| HEI3 0S5 (0N

~

Ingerface
V1230
V1240

Interface
V1230
V1240

re_ ancwrill

w

Ma*ter

L3 sw@

g

Batikup

T

Grp Pri Time Own Pre State Master addr

230 110 3570
240 110 3570

¥ Backup 172.16.0.2
¥ Backup 172.17.0.2

Grp Pri Time Own Pre State Master addr

230 110 3570
240 110 3570

¥ Master 172.16.0.2
¥ Master 172.17.0.2

Group addr
172.16.0.254
172.17.0.254

Group addr
172.16.0.254
172.17.0.254
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HM ol X724 231 247}
= =1 [— =] Tro =2

Neighbor ID Pri State Dead Time Address Interface

1.1.1.1 1 ZWAY/DROTHER 00:00:34 172.17.0.4 Vlan240

R P P 1 FULL/BDR 00:00:34 172.17.0.1 Vlan240

(o 1 FULL/DR 00:00:33 172.17.0.2 Vlan240

1.1.1.1 1 ZWAY/DROTHER 00:00:34 172.16.0.4 Vlian230

R P 1 FULL/BDR 00:00:34 172.16.0.1 Vlian230

(P P 1 FULL/DR 00:00:33 172.16.0.2 Vlan230

1.1.1.1 1 FULL/DR 00:00:34 20.0.0.44 VlanZQ

1.1.1.1 1 FULL/BDR 00:00:35 20.0.0.27 Vlanld

T oWl o

- A

ateway of last resort is not set

20.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
20.0.0.0/27 is directly connected, VlanlQ
20.0.0.32/28 is directly connected, V1an20

172.17.0.0/24 is subnetted, 1 subnets
172.17.0.0 is directly connected, Vlian240

172.16.0.0/24 is subnetted, 1 subnets
172.16.0.0 is directly connected, V1ian230
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® Trunk M3S st XE
dut MHO|CIE A

PCl> ping 20.0.0.2
B4 bytes from 20.0.
84 bytes from 20.0

29 icmp seg=l
258 icmp seg=2

PCl> ping 20.0.0.28

84 bytes from 20.0.0.28 icmp seg=1
B4 bytes from 20.0.0.28 icmp seg=2
84 bytes from 20.0.0.28 icmp seg=3

PCl> ping 172.16.0.3

B4 bytes from 172.16.0.3 icmp seg=l
B4 bytes from 172.16.0.3 icmp seg=2
84 bytes from 172.16.0.3 icmp seg=3

PCl> ping 172.16.0.1

172.16.0.1 icmp seg=l timeout

84 bytes from 172.16.0.1 icmp seg=2
B4 bytes from 172.16.0.1 icmp seg=3

ttl=255
ttl=255

ttl=255
£tl=255
£tl=255

tt1=255
tt1=255
ttl=255

tE1=254
ttl=254

time=29,920
time=14.960

time=29,920
time=29.920
cime=29,919

time=29.
time=14.
time=2%.

time=T4.
time=58.

819
960
820

800
840




A
3
o

D

i

15

0t

.
[

IZ2ME HiA

[
L= 77| A1
-
® LIESIT 0|=3E Soll Bt &0l X[ S M7{5HHA] 2HE Ml S4l 5 M=
st sl = QUULCt.
@ L3 VLANS M3 =2|XMo= ot2 Ba|gto =i Hote Zslsin EafT 22| O =2
SEHOE sellet = U%AULCE
@ 0|2} Z2 FH2E XA HIESITM 2HE M u 22| === SA0| 246N, 2L} 24105t
S 4SS fFst oJo| Q= %‘,'°‘0I°*El
\_




® =Al X|A} 2I=2 DNS AfH !

DNS Aft{

]
[ ) |
t LS t L3 SW
l |
[ | I

4@

) ¢ ¢ @
.
8 7 S

L5 PC LHE MH DB A{H

o
=
N



IZ2ME HiA

AL
]

o

1

o2
Iy
K

' DNS 22

-

® DNSE =2l 0|52
IP Z42 HIFTE
OIE{Io| F2 BIgH AIARY

® AMO|E 0| (ZHI2l F2) =
MH[2 EHZ2 Il

® www.babhelp.com
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zesE W2 YIRS T 28 21}
AT DNS 1=
2= =
g pabhelp.com
. = = GJO|E
® Zone(H¥H): DNSI HX| o e e ; e e o
?-_I‘E.I%I‘E _'.=_|]'"°._| E.EE IP $¢ : ' . o : : = e I—|,. |¥], Or_ans_sec., hostmast...

br_dns_sec.

Hel2l olole M 3

® IHus gooz
babhelp.com M

® AdZE= www. - 20.0.0.81

= = (R 2eEs) . Ala) [2] 5_sec., hostmast...
o ﬁgg%'g.“&EZ0.0.0.xgg - oo Er_.d:fr_tiz:j&. hostmast

PTR(ZCIEH) babhelp.com.
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sshhostkeys 12 Hot €3

0|E: C#Tools#PuTTY#sshhc

. 9' EI.OEIOI ?;I%l_l‘o" Usersjl- E N Administrators (BR_DMNS_SE
EEE|0] =& Hst =] 9l

® Rocky?l|ssh7}2oI9j8ioz

EEHS10] E=5 715

o 7| U Ak A1} s 5z oo
Usersg x-"y.l %}01 3"721 Gk Authenticated Users
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4 "\ [root@HQ DB_SEC backup]# mysqldump -u root -p -A > /backup/all_1126.sql
Enter password:

[root@HQ _DB_SEC backup]# scp /backup/all_1126.sql 20.0.0.89:/backup
root@20.0.0.89's password: E— [
all_1126.sql 100% 1998KB 1.3MB/s ©0:01
[root@HQ_DB SEC backupj# T

[root@BR_BACKUP_SEC ~]# cd /backup
[root@BR_BACKUP_SEC backup]# 11

@ HIZ= SUSHO0IE] 7|&E gy

-rw-r--r--. 1 root root 2045556 11 26 23:34 all.sql

|:||'== .'|=_| Master 7°=| AI.g)I-()l E::;:él;;-;‘.\C;U;ogzcrz::kiﬁisas 112 26 23:42 jall_1126.sql
SlaveE AE'AI.’_I‘ x._'l"_'E" A|’$l' MariaDB [(none)]> START SLAVE;

Query OK, © rows affected (©.001 sec)

MariaDB [(none)]> SHOW SLAVE STATUS\G;

. Slaveol IO - SQL ExF TRk k Rk ok ok kR kR kk Rk kkk kR RER ] | prow ¥k R ok ok ok ke 3k ok ok ok ke ik ok ko ok ok ik i ok ok
— o T

Slave_IO_State: Waiting for master to send event

gEHyI- L 1= xo'lggg HFEA|T]|0] Master_Host: 10.0.0.73
=2 qE 227} 22 Master Port: 3306
— aster_Port:
_le .LI'JO'“ LLa I' HA = Connect_Retry: 60
Master_Log_File: mysql-bin.@©00004
Read_Master_Log_Pos: 342
Relay_lLog_File: mariadb-relay-bin.000002
Relay_ lLog_Pos:_555
Relay Master_Log_File: mysgl-bin.200004
Slave_IO_Running: Yes
Slave_SQL_Running:| Yes |
\ ) | Replicate_Do_DB:| babseguen
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MariaDB [babseguen]> USE babseguen;
Database changed
MariaDB [babseguen]>
MariaDB [babseguen]> INSERT INTO TBL_MEMBER (email, password, name, phone)
-> VALUES ('test999@bap.com', '1234', 'replication_test', '010-9999-9999');
Query OK, 1 row affected (0.001 sec)

MariaDB [babseguen]> []

iMariaDB [babseguen]) SELECT * FROM TBL_MEMBER WHERE email='test999@bap.com';
[#---mmmmmm - R e e Fommmm e oo m e o e

------------------ dmmmmmm e}
| member_id | email | password | name | phone | status | cr
eated_at | updated_at |
fmmm e Fommmmm e e Hmmmmmm e dmmmmmm e Fommmmm 4
—————————————————— ettt

4 | test999@bap.com | 1234
25-11-25 04:28:19 | 2025-11-25 04:28:19 |
[4--mmmmm e Hmmmm e dmmmmmm e Hmmmm e Hmmmm e dmmmmmmmm -

| replication_test | ©10-9999-9999 | 1] 20

11 row in set (0.000 sec)

MariaDB [babseguen]> []
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ir il HAM Ol 74 ASH 24
ZIE2ME HiF =24 {84 =& 21
ZAHXIAL XIAHZAL
Mb{2 el My
L}r;‘at@BR_BACKUP_SEC backup]# 11
2 32
drwxrwx---. 4 root backup 4096 11¥ 28 00:00
‘ A.IHI&HE: _E_EI x-léli -_I'"E AE-lj“ DHCP drwxrwx---. 4 root backu:: 4096 11¥ 28 00:00
drwxrwx---. 4 root backup 4096 11¥ 28 00:00
DNS FH| ey drwxrux---. 4 root backup 4096 11¥ 28 00:00
- 1] 1 d ---. 4 t back 4096 11¥ 27 11:32
. DBF_" I._'IX-" + %—E— H_'!%"% II\-Il(;)ch;L g U d::i:ﬁ:---. 4 :zﬂt bZEkﬁﬁ 4096 11¥ 28 00:00
- drwxrwx---. 2 root backup 4696 11¥ 27 11:51
AI-%BI-_T'_, Ll-ﬂ-lxl A-I H-IE DB druxrux-—-. 4 root backup 4096 112 28 0000
- SFTP :
1 o
md Che] TA| WY A WEB = ug
(02~0341)




IT2NME H%l H A Ol I-I%-II 2> SH 7=I'l|-
[root@BR_BACKUP_SEC mariadb]# 11
stAH 8
drwxr-x---. 4 root backup 4096 122 9 12:11
e N (roocenn_sockur, Si sarisiblt o[l ]
HH roo | i maria cd |fu
k'H‘IE‘ _‘ﬁ A‘IH‘I [root@BR_BACKUP_SEC fulll]# 11
oA 8
drwxr-x---. 6 root backup 4096 11E 27 ©2:00
1 drwxr-x---. 6 root backup 4096 12Z 1 ©2:00
DHCP \ ) [root@BR_BACKUP_SEC fulll# cd ../ inc
o [root@BR_BACKUP_SEC inc]# 11
. H_Il-lﬂ A‘IH‘lE '?'An_IEI DNS FF| wief @A 52
TF| =K uHo{= ol x|ud LOG (& 1) druxr-x---. 6 root backup 4096|112 26 @2:10
I_x'"s ol —mH= = I'EE MAIL drwxr-x---. 6 root backup 4096/ 11% 27 ©2:10
— ~oOo _le. DB drwxr-x---. 2 root backup 4096/ 11E 28 @2:10
x.“71I_I—E x o SFTP drwxr-xr-x. 2 root root 4096|11¥ 29 02:10
drwxr-xr-x. 2 root root 4096|11€ 30 02:10
WEB —e drwxr-xr-x. 2 root root 4096|12¥ 2 @2:10
S& Uy drwxr-xr-x. 2 root root 4096|128 3 @2:10
(02~034A1) drwxr-xr-x. 2 root root 4096|122 4 02:10
drwxr-xr-x. 2 root root 4096|122 5 @2:10
drwxr-xr-x. 2 root root 4096|122 6 02:10
drwxr-xr-x. 2 root root 4096|12€ 7 02:10
drwxr-xr-x. 2 root root 4096|122 8 @2:10
drwxr-xr-x. 2 root root 5096 122 9 @2:10
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BACKUP
@ == ug{o]| 0|o{x{Of et LSN
TZ10]| #7{ LMSI= LR E, — @
I:l—IIIIcI;I-I Aclslé;l Alxn-l %oalil EEE — FULL / mariabackup —prepare @
binlog Eteiatol 2l {0llA SR i
=2 HEAY > INTEGRITY
2’% VERIFIED




IZME H|A

1
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B

| 2AM HS

-

EMIt EIAH LSN S|
7= --prepare CTHAOAM
HES K|S

BE MH|A S SHA256
7|u|.o§ =510 XA uey

HA HEd &=

ﬂ\\ INC_DIR="$BASE/mariadb/inc"
mkdir -p "$HASH_BASE/mariadb/inc"

for dir in |"$INC_DIR"/*; |do
if [[ -d "$dir™ ]]; then
for file in "$dir"/*; do
if [[ -f "$file" ]]; then
HASHFILE="$HASH BASE/mariadb/inc/$(basename $dir)_$(basename $file).sha256"
check_file_integrity "$file" "$HASHFILE"
fi
done
fi
done

FULL_DIR="$BASE/mariadb/full"
mkdir -p "$HASH_BASE/mariadb/full"

for dir in "$FULL_DIR"/*; do
if [[ -d "$dir" ]]; then
echo "[INFO] FULL " & prepare H £ E : $dir" >> "$LOGFILE"
mariabackup --prepare --target-dir="$dir" >> "$LOGFILE" 2>&1

SERVICES=("dhcp" "dns"™ "log" "mail" "sftp" "web")
for svc in "${SERVICES[@]}"; do

echo "---- [$sve] ----" »> "$LOGFILE"

mkdir -p "$HASH_BASE/$svc"

for file in $(find "$BASE/$svc" -type f); do

HASHFILE="$HASH_BASE/$svc/$(echo $file | sed 's/\//_/g"').sha256"
check_file_integrity "$file" "$HASHFILE"
done
done
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[root@HQ_DB_SEC ~]# cat /backup/db/full-2025-12-83/xtrabackup_checkpoints
backup_type = full-backuped

from_lsn = @

to_lsn = 1743798

last_lsn = 1743807

[root@HQ_DB SEC ~J# ||

[root@BR_BACKUP_SEC fulll# ll

A 8

drwxr-x---. 6 root backup 4896 11¥ 27 ©2:00
drwxr-x---. 6 root backup 4096 122 1 02:00
[root@BR_BACKUP_SEC fulll# cd 2025-12-01/
[root@BR_BACKUP_SEC 2025-12-01]# 11

oAl 12344

-rwxr-x---. 1 root backup 16384 128 1 02:00| aria_log.00000001
-rwxr-x---. 1 root backup 52 128 1 2:0@| aria_log_control
drwxr-x---. 2 root backup 4096 122 9 11:52

drwxr-x---. 2 root backup 4096 122 9 11:52

-rwxr-x---. 1 root backup 325 128 1 ©2:00| backup-my.cnf
-ruxr-x---. 1 root backup 2560 122 1 ©2:00 ib_logfile@
-rwxr-x---. 1 root backup 12582912 12% 1 02:00 ibdatal

drwxr-x---. 2 root backup 4096 12 9 11:52

drwxr-x---. 2 root backup 4096 122 9 11:52

-rwxr-x---. 1 root backup 28 122 1 ©2:00 xtrabackup_binlog_info
-rwxr-x---. 1 root backup 77 128 1 @2:00| xtrabackup_checkpoints
-ruxr-x---. 1 root backup 542 12 1 92:00 xtrabackup info

P

F i =4 =Ha
Jusr/local/bin/rsync_receive.sh

=
o ¢ 4= es:ee & EH HA
5 * * * JSusr/local/bin/check_ integrity.sh

# =211 H2 (HY M= es5:10)
1® 5 * * * JSysr/local/bin/cleanup integrity.sh
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drwx------ + 2 root root 4096 11E 27 23:40
drwx------ + 2 root root 4096 112 28 10:41
drwx------ + 2 root root 4096 112 28 10:37
drwx------ + 2 root root 4096 112 28 ©9:39

[root@R_LOG SEC remote]# ||

[root@BR_LOG_SEC remote]# cd BR_MAIL_SEC/
[root@BR_LOG_SEC BR_MAIL_SEC]# 11

& 16
-rW-r----- + 1 root root 682 112 28 10:41 sshd.log
-rW-r----- + 1 root root 348 112 28 10:41 unix_chkpwd.log

[root@BR_LOG_SEC BR_MAIL_SEC]# vi sshd.log
[root@BR_LOG_SEC BR_MAIL_SEC]# cat sshd.log

Nov 28 1@:41:03 BR_MAIL_SEC sshd[136@]: pam_unix(sshd:auth): authentication failure;

A_tty=ssh ruser= rhost=20.0.8.85 user=root

Nov 28 1@:41:05 BR_MAIL_SEC sshd[136@]: Failed password for root from 20.0.0.85 port
Nov 28 10:41:10 BR_MAIL_SEC sshd[136@]: Failed password for root from 20.0.0.85 port
Nov 28 10:41:03 BR_MAIL_SEC sshd[136@]: pam_unix(sshd:auth): authentication failure;

@ tty=ssh ruser= rhost=20.0.0.85 user=root

Nov 28 10:41:05 BR_MAIL_SEC sshd[136@]: Failed password for root from 20.0.0
Nov 28 1@:41:1@ BR_MAIL SEC sshd[136@]: Failed password for root from 20.0.0

.85 port
.85 port

logname= uid=0 euid:

55881 ssh2
55881 ssh2
logname= uid=0 euid:

55881 ssh2
55881 ssh2
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. RfRE TRl A 215t

5 “ =1 Rsyslog

=2t log AH0]l log HIOISIE STELICE

4 =Eames=

- #2 Filebeat

' <> | #3 Logstash
Y4 ;

ST GOISE BHY, T2 24 wnEUG

4 | ==E gos ma

L/g J =4 Elasticsearch

X2 GIOISE MTOIT RS ME SEHUCE

U2 SIO|S] AjZist
F"i:.'_l. #5 Kibana

[=1%

ElasticsearchOfl X EE! HIO|HE 7PN QA IS S = AIZisiSia @=igY
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Log At &3 (1/5)
4 N _'. _’V‘_’.—’

i

Em

18 # Provides UDP syslog reception

19 # for parameters see http://www.rsyslog.com/doc/imudp.html
20 module(load="imudp")

21 input(type="imudp" port="514")

22

23 # Provides TCP syslog reception

MA 24 # for parameters see http://www.rsyslog.com/doc/imtcp.html
‘ RSySIOg =0 25 module(load="imtcp")

26 input(type="imtcp" port="514")

(1) MEEE sl-gg|.

(2) E:’. '_'tetl XIg template(name="RemotelLogs" type="string"
string="/var/log/remote/%HOSTNAME%/%PROGRAMNAME%.log")

*.,% PRemotelogs
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filebeat.inputs:
- type: filestream
id: all-remote-logs

® Filebeat A% enabled: true
pafhn:
(1) 21 AlA|ZE Z X[ (input) - /var/log/remote/*/*.log

(2) logstash ZiE(output) Eields_under_rnnt: true

output. logstash:
# The Logstash hosts
hosts: ["20.0.0.65:5044"]
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' Log A &3 (3/5)

] (] — (S m—

MM Ax| ZHR|, Tt TAl =t
input {
beats {
port => 5044
@® Logstash &A™ codec => "plain"
(1) Mgtdt= gt Al (input)
_ _ output {
(2) oA = MErst iAl(output) elasticsearch {

hosts => [Thttps://20.0.0.65:9200"
user => "elastic”
password => "-A=irjuaEfcnvUML4ADQK"

index =»

=3,

2: =

L
[—

"logstash-tcp-%{+YYYY.MM.dd}"
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@ Elasticsearch &%

(1) HESI3 SAEE 20.0.0.652

M510] LIS 401 512

(2) 712 ZEE 92002= M3H

' Log AMH &3 (4/5)

=

— S]] m— 7 — ) —

MM AE  ZRLEE D b

 —

: =
i
ol

network.host: 20.0.0.65

i

# By default Elasticsearch listens for HTTP traffic on the first free port it
# finds starting at 9200. Set a specific HTTP port here:

i

http.port: 9200

——
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' Log A{H &3 (5/5)
) U — e —

MM A ZHX|, ZEt AlZ4+s
) MR # This section was automatically generated during setup.
@® kibana Ec;l server.port: 5601

server.host: localhost
(1) MB{e] ZESQ} 2| & 0= elasticsearch.hosts:

: [https://20.0.0.65:9200]
(2) AHES A=2 IP X|H™
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& elastic

= . N Check out context-aware TryESlaL

Dataview babseguan v =l 0. = now 21 Update

B Aointenal v

® KibanaDiscoverslH20|25k
AIA|ZF 2 A|2Z45}

® ZIE{ZIS S5 AN HAY
(2424 2191 M)

Documents (1,568)  Field statistics

frersion 1 event.original

fversion 1 et originel

sion 1 event.original n/s0n message ACcept:
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8‘ elastic Q Find apps, content, and more

s Meta fields

Documents (11)  Field statistics
Summary

event.original <

Try ESlQL

8 now U Refresh
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Log A{H{ 2Ot EX|

[ \ [root@BR_LOG_SEC ~]# cat fetc/kibana/kibana.yml | grep xpack.security.authc.anonymous | enabled
[root@BR_LOG_SEC ~]#

® 3 HEWKIISHR

@ UnFEnjMY ol

output.logstash:
# The Logstash hosts
hosts: ["20.0.0.65:5044"]

@ superuser2} A [2E AHIE 2o

Ig x. =Il— = # Optional SSL. By default is off.
A Oxl' I—xlllo I—xl EI"ol_I | # List of root certificates for HTTPS server verifications
| ssl.certificate_authorities: ["/etc/logstash/certs/ca.crt™]
EA Al OFS5F MK E10 P
=X g pa g
® on_IAI =2_2I'E 'Eu_l beats {
port => 5044

codec => "plain"

host => "0.0.0.0"

ssl enabled => true

ssl certificate => "/etc/logstash/certs/logstash.crt”
ssl key =»> "/etc/logstash/certs/logstash.key”
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babseguan

Using warm noc
Index priority

50

= Cold phase

Move data into phase when

5d old

Data allocation

Using cold nc
Index priority
o
Delete phase

Move data into phase when

old

Delete searchable snapshot

Yes
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[root@8R_LOG_SEC ~]# systemctl status elasticsearch.service
» elasticsearch.service - Elasticsearch
Loaded: loaded (/usr/lib/systemd/system/elasticsearch.service; enabled; vendor preset: disabled)
Active: failed (Result: exit-code) since Sun 2025-12-87 13:44:51 KST; 2h 13min ago
Docs: https://ww.elastic.co

Process: 969 ExecStart=/usr/share/elasticsearch/bin/systend-entrypoint -p ${PID DIR}/elasticsearch.pid --quiet (code

Main PID: 969 (code=exited, status=137)

122 07 12:39:35 BR_L0G SEC systemd[1]: Starting Elasticsearch...

122 07 12:41:22 BR_LOG_SEC systemd[1]: Started Elasticsearch

122 07 13:44:51 BR_LOG SEC systemd-entrypoint[969]: ERROR: Elasticsearch exited unexpectedly, with exit code 137
122 07 13:44:51 BR_LOG_SEC systemd[1]: elasticsearch.service: Main process exited, code=exited, status=137/n/a
122 67 13:44:51 BR 106 SEC systend[1]: elasticsearch.service: Failed with result ‘exit-code'.

## IMPORTANT: JVM heap size

The heap size is automatically configured by Elasticsearch
based on the available memory in your system and the roles
each node is configured to fulfill. If specifying heap is
required, it should be done through a file in jvm.options.d,
which should be named with .options suffix, and the min and
max should be set to the same value. For example, to set the

heap to 4 GB, create a new
Output Queue ==

directory containing these # —

HE
iHE
HE
iHE
i+
i
i
HE
iHE
HE
iHE

-Xms768m
-Xmx768m

Queue, mem:
avants! 7048
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